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1
Decision/action requested

This document proposes to add UDM to AKMA reference model considering different UE’s suscribtion. SA3 is kindly requested to approve this doc.
2
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3
Rationale

Not all users in operator network use the AKMA. For example, the V2X users of the operator network may use the AKMA. However, other users may not use the AKMA. If all users in operator network excute the AKMA operation, it will increase the load of the AUSF and UDM and the power consumption of non-AKMA UE. Therefore, the AKMA users of the operator involve the AKMA subscription, and only the users of the AKMA subscription can use the AKMA. Otherwise, the AKMA will not be used. This pCR adds UDM to the AKMA reference model.
4
Detailed proposal

***
BEGIN CHANGES
***
3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.
AKMA UE: The UE shall support the AKMA service and have the subscription of the AKMA service. 
Non-AKMA UE: The UE does not support the AKMA service.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AAnF
AKMA Anchor Function
AF
Application Function
AMF
Access and Mobility Management Function

AUSF
AUthentication Server Function
NEF
Network Exposure Function
UDM
Unified Data Management
4
Architecture for Authentication and Key Management for Applications (AKMA)
Editor’s Note: Titles and Numberings of sub clauses could be adjusted according to the content.
4.1
Reference model
Figure 4.1-1 shows a fundamental network model of AKMA, as well as the interfaces between them. 
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Figure 4.1-1: Fundamental Network Model for AKMA
NOTE: Figure 4.1-1 shows the case where AAnF is deployed as a standalone function. Deployments can choose to collocate AAnF with AUSF or with NEF according to operators’ deployment scenarios. 
The AKMA service requires a new logical entity: AKMA Anchor Function (AAnF).  
AAnF is the anchor function in the HPLMN that generates the key material to be used between the UE and the AF and maintains UE AKMA contexts to be used for subsequent bootstrapping requests.
4.2
Network elements
Editor’s Note: This clause will describe the functionalities and requirements of each entities in the reference model.
4.2.1
AAnF
AAnF enables the AKMA anchor key (KAKMA) derivation for AKMA service. Before invoking AKMA service, UE shall have successfully registered to the 5G core, which results in KAUSF being stored at the AUSF and the UE after a successful 5G primary authentication. 
4.2.2      AUSF
After AUSF derives the KAUSF, AUSF shall be derived the AKMA anchor key (KAMKA) from KAUSF according to the AKMA service subscription data of the AKMA UE.
4.2.3      UDM
UDM shall store the AKMA service subscription dataof the AKMA UE. When AKMA UE registers to the 5G core, UDM shall send the AKMA service subscription to AUSF.
Editor’s Note: How to define the AKMA service subscription data of the AKMA UE is FFS.
4.2.4      UE
The UICC of the AKMA UE shall store the AKMA service subscription data of the AKMA UE and the service subscription data of the AKMA.

Editor’s Note: How to define the AKMA service subscription data of the AKMA UE and the service subscription data of the AKMA is FFS.
4.3
Interface description
The following interfaces are involved in AKMA network architecture: 

· Nnef: Service-based interface exhibited by NEF.
· Nausf: Service-based interface exhibited by AUSF.
· Nudm: Service-based interface exhibited by UDM.
· Naanf: Service-based interface exhibited by AAnF.
· Naf: Service-based interface exhibited by AF.
The AAnF interacts with the AUSF and the AF using Service-Based Interfaces. 
4.3.1
Reference point Ua*

The reference point Ua* carries the application protocol, which is secured using the key material agreed between UE and AAnF as a result of successful AKMA procedures.

Editor’s Note: It is expected that the existing GBA based Ua protocols are reused with necessary adaptations as the Ua* for AKMA. The changes required for Ua* are FFS.   

4.4
Security requirements and principles for AKMA

The following security requirements are applicable to AKMA:
-    AKMA shall reuse the same UE subscription and the same credentials used for 5G access.

-    AKMA shall reuse the 5G primary authentication procedure and methods (both 5G AKA and EAP AKA’ shall be supported) for the sake of implicit authentication for AKMA services.
-    UE and UDM shall store the AKMA service subscription data.
 -    AAnF’s SBI interface to AUSF shall be confidentiality, integrity and replay protected.
-     The interface between AAnF and AF shall be confidentiality, integrity and replay protected.
-    The application key shall be provided with a maximum lifetime. When the application key lifetime is expired, it shall be renegotiated.
Editor’s Note: Further security requirements regarding roaming and other aspects will be added. 
 ***
END CHANGES
***
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